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Insurance Authority

The Insurance Authority (1A) is the independent statutory body whose principal function is
to regulate and supervise the Hong Kong insurance industry to promote its stable
development and to protect existing and potential policy holders.

We are looking for talents who share the same vision to join us!

IA now invites applications for the following position:

IT Security Analyst

Key Responsibilities

Optimize and elevate/uplift the security posture of the organization with
people/technology/process

® Exercise cyber hygiene best practices to help the authority to stay cyber safe

® [everage people, process, and technology to break the cyber kill chain at early stage

®  Administer the Authority’s IT Security/Cybersecurity infrastructure/platform

® Provide advice on the lifecycle of IT Security/Cybersecurity befitting the authority

® Review, revise and/or prepare security documentation (Guideline/Policy) and training
materials pertaining to IT Security.

® Review routine patch level of IT hardware pertaining to security vulnerability

® (Conduct inhouse penetration test

® (Conduct users’ training and provide users’ support pertaining to Cybersecurity

® (Conduct security incident response drill

® Conduct Red/Blue and Purple team drill

Requirements

® A Bachelor’s Degree in Information Technology / Computer Science or related disciplines

® Minimum 5 years' working experience in IT Security/Cybersecurity, preferably to have
hand-on experience in IT Security in Organization level

® Minimum 2 years’ hand-on experience on patching network equipment including
routers/switches/firewalls

® Familiar with system administration of mainstream popular EDR, NDR, SIEM, SOAR,
PAM, IAM, Vulnerability scanning tool, firewalls, and other IT security systems/tools

®  Familiar with operation of Cybersecurity Operation Center

® Exposure to ITIL related processes or the likes, for e.g. capacity planning, change
management and other key areas

® A CREST registered testers or equivalent experience

® C(ertified practitioner of CISA; CCNA; CISSP etc

® Practitioner of IT security requirement and compliance standard(s) such as ISO
27001/27002. CIS Security Control, ISACA and major International Security organization

e Strong analytical, problem-solving, and interpersonal communication skills

e Self-motivated with multi-tasking ability, independent, good attitude and a team player

® Good command of written and spoken English and Chinese

Remuneration Package
A competitive remuneration package commensurate with the successful candidate’s
experience and qualifications will be offered.



Application

Review of the applications will start as soon as possible and continue until 21 February 2024,
or until the post is filled. Interested applicants may send a letter of application quoting the
reference number in the heading, together with a full resume stating current and expected
salaries by clicking “Apply Now”.

The Insurance Authority is an equal opportunities employer. Applicants not invited for an interview within
2 months from the closing date may assume their applications unsuccessful. Applications may be considered
for other suitable positions within 1A. All applications will be handled in strict confidence and the information

collected will only be used for recruitment purposes. All information on non-shortlisted applicants will be
destroyed after 6 months from the close of applications.
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https://career.ia.org.hk/recruit/portal/hraform.xhtml?refno=R202402070002

