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Top Risks : Environmental & Technological
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Source: Global Risks Report 2024, World Economic Forum
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Update on Climate Change
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Source: Aon 

Temperature Risen by 1.5°C in the Past Few Decades

Sea Levels Rising 4.4 mm Annually

Source: NASA 

Temperature Matching or Breaking Record in 2023

Sea Levels Risen by 10 cm since 1993 

July 2024

102 mm

Mainland China



Consequences of Ignoring Climate Change
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Nat Cat Protection Gap by Region, US$ Billion

(2018 – 2023)

Protection Gap (%) Insured LossesSource: Swiss Re Institute 
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Consequences of Ignoring Climate Change
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Latent Health Risks

Vulnerability factors

• Demographic

• Geographical

• Biological factors & health status

• Sociopolitical

• Socioeconomic

• Health system capacity

• Gender & equity

Climate-related hazards

• Extreme weather events

• Heat

• Sea level rise

• Air pollution

• Vector distribution & ecology

• Water scarcity

• Reduced food production

Exposure

• People & communities

• Health workforce

• Infrastructure

• Energy systems

• Water systems

• Food systems

• Health systems

Injury & mortality

from externe

weather events

Heat-related

"Illness
Respiratory 

illness
Water-borne 

diseases

Zoonoses Vector-borne 

Diseases
Malnutrition 

& food-borne 

diseases

Noncommunicable 

diseases (NCDs)

Mental & 

psychosocial 

health

Impacts on health 

care facilities
Effects on 

health systems

Health Outcomes Health System & Facilities

Source: World Health Organization 



Alternative Risk Transfer Solutions
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Vibrant Ecosystem
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Support International 

Organisations and 

Assist Developing 

Economies

Availability of Data

Identify Potential 

Sponsors

Promote Awareness of 

Institutional Investors

Enrich Risk Types

Widen Product 

Structures
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Product Innovation

01

02

03



8322

12916

16159

22797

34112

2.9 3 3 3.2

5.5

0

1

2

3

4

5

6

0

5000

10000

15000

20000

25000

30000

35000

40000

2019 2020 2021 2022 2023

In
 H

K
$

 b
ill

io
n

Technology crimes and financial losses in Hong Kong 
(2019 – 2023)

No. of technology crime cases Financial losses (in HK$ billion)

Update on Cybersecurity Threats
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~27 times

US$24 

trillion

US$0.86 

trillion

2018
2027E

Cost of Cybercrimes Worldwide

Source: Statista Technology Market Outlook, National Cyber 

Security Organizations, FBI, IMF, World Economic Forum

Local companies and residents reported

> 34,000 cybercrime cases

in 2023

96% of local companies experienced 

phishing attacks in 2023

Source: 

Hong Kong Computer Emergency Response Team Coordination Center

Local companies and residents lost

> HK$5.5 billion 

in 2023
96%



Consequences of Ignoring Cybersecurity Threats
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Cyber Resilience Assessment Framework
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03
Remediation Plan

Submits of improvement roadmap with 

action plan and target completion date

Jan 

2025

Cybersecurity guideline 

ready to be launched

01
Inherent Risk Assessment

Evaluates insurers risk rating in three-tiers:

- High / Medium / Low

02
Maturity Assessment

Includes 90 to 221 maturity controls 

spinning across 7 domains 



Market Potential in Hong Kong 

11Source: Gallagher Re. 
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32.7% CAGR

Global Expenditure by Insurers on AI 

(US$ Billion)

Source: market.us 
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Approach to Promote AI Adoption

Bias and discrimination 

Benefits

Adaptive 

Regulation

• Human in the loop

• Investment across the value chain

• Caution in automated modelling: 

    financial exclusion and discrimination

• Robust data governance framework

• Fintech adoption survey

• Clear regulatory requirement 

Consideration

Way Forward
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Lack of transparency 

Security vulnerabilities

Ethical challenges

Data privacy

Lack of transparency



IA Philosophy 3.0

Cross-sector 

collaboration

Supportive 

regulatory 

framework

Digital 

Infrastructure

Data Connectivity

Enabling 

Technology

Strengthening supervisory 

response to climate change

Supporting insurance to serve its 

societal purpose of building 

resilience

To align with

IAIS Strategic Themes
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Adapting to increasing digital 

innovation and cyber risks

Strengthening supervisory 

response to climate change



Thank You

www.ia.org.hk

Insurance Authority

Follow us:

Insurpedia 蓋世保鑑
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